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CAPTION: Could eVoting bridge the digital divide and stimulate a democratic renaissance in Africa?

BLURB: Heralded as one of the most dramatic political side effects of the digital Information Age, enthusiasts argue that eVoting will become a powerful democratic tool and offers us a chance to bridge the digital divide and rejuvenate electoral participation at the same time. The fundamental theory might be sound, but could this enticing vision really be anything more than a pipedream?
By Malcolm Stone
eVoting is an extremely attractive idea: imagine being able to cast your vote from the comfort and convenience of your own home. You could simply logon to the internet as usual and select your preferred parliamentary candidate while checking your eMails; ridding your inbox of Spam and fulfilling your democratic duty at the same time.
Or how about reviewing your choice of contender while on holiday, quietly sipping a Gin & Tonic and watching the game wandering down to drink at the waterhole in front of your chalet? Taking advantage of the wireless hotspot provided by the private game reserve, you could logon to the dedicated eGovernment website through your laptop and cast your encrypted electronic ballot using your secret ID code.
Part of the broader eGovernment vision, the idea of using computers and the internet to cast and count votes is seen as one of the most exciting potentials offered by Information and Communication Technology (ICT) and an important way of improving democratic participation. Enthusiasts argue that such systems will not only enable holiday-makers and military personnel in remote locations to cast their votes without difficulty, but ensure that the elderly and infirm can participate more easily as well.
“In our view, the public service must adapt itself to the lifestyle of the people it is serving and not the other way round” asserts Mr Claude Bonard, Secretary General of the Swiss State Chancellery. “Therefore, the administration has to take into account the growing public demand for a broad range of on-line services, without waiving the more traditional ways of dealing with the people.”

Yet could this enticing vision be anything more than a pipedream? Could the application of ICT prove the remedy for the falling rates of political participation besetting most modern democracies? While the fiasco that was the first American Presidential election of the new millennium might serve as a warning against rushing to automate the ballot box (remember chards?), many governments obviously believe so and are currently embarking on large modernisation drives.
The European Union, for instance, is taking eVoting very seriously and has ring-fenced 3.2 million euros to fund a three year pilot program that will see a blend of traditional and electronic balloting used in specific German, Swedish and French local elections.
This approach has been taken a step further by the progressive Estonian government which hopes to have over one million of its citizens voting in local elections over the internet by 2006. Around 9,000 Swiss people have already voted over the internet and Britain has already operated dozens of pilots in its local council elections using a variety of eVoting methods including text messaging.
A key member of the team behind the Swiss internet voting application, Mr Bonard is quick to substantiate its popularity, “we tested our application on a representative sample of Geneva citizens and it taught us two things: using the internet voting application increases public support and people like to have a sort of "political portal" on the internet, to vote but also to receive and exchange information with parties, authorities and fellow citizens. We called this the "cyber forum". It is very encouraging to us, because it shows that people want more than a technical solution, they want to be able to be citizens on the web”.
Perhaps still suffering from the effects of the post-Florida hangover, America has been slower to embrace the possibilities of eVoting. Although Congress did enact the Help America Vote Act (HAVA) in 2002, which set aside nearly $4 billion in funding to improve the voting process and pay for new equipment, and there is growing evidence that the populace is willing to adopt such a system.

In California, voters enacted Proposition 41, the Voting Modernization Bond Act and a survey conducted the Public Policy Institute of California as long as four years ago reported that support for internet voting was already as high as 59 percent among 18-34 year olds.

Even though there are sound financial and logistical reasons for governments to embrace eVoting, perhaps the most compelling reason why this advance is inevitable is simply because it makes sense to you and I, the taxpayers and voters. If you could cast your vote from the comfort and convenience of the location of your choice, why would you want it any other way?
MORE THAN A PIPEDREAM?
There are many technological hurdles to be cleared on the path to remote eVoting, but the potential payoff is compelling. The cost of staging a traditional, paper-based election is massive and any advance that could simultaneously reduce the size and financial burden of bureaucracy on a country while helping to ensure maximum electoral participation has to be welcomed.
The security of such systems is a major concern and many experts believe that remote eVoting is particularly susceptible to voter fraud because it uses exposed machines. “A voter could unknowingly download a ‘Trojan Horse’ or virus” argues Kim Alexander, President and Founder of the California Voter Foundation. “When the voter opens his internet ballot on his computer desktop, at that point the ballot is no longer encrypted and would therefore be susceptible to manipulation by a virus or malicious code . . . leading you to believe, for example, that you voted for the incumbent but actually returning your ballot with a vote for the challenger.” 

Such worries are further substantiated by the team of American government investigators who recently scrapped a plan to allow up to a million armed forces members to vote in the upcoming presidential election via the internet after they discovered the program being used was riddled with vulnerabilities.
Another common concern is the threat to personal privacy. Experts point out that casting your vote is very different to other remote transactions such as shopping or banking online. Banks and credit card companies tolerate a certain level of fraud and can even offset some of the cost through reinsurance, but would we be able to accept similar levels of fraud in our electoral system? These companies can also verify the transactions by sending back messages confirming our choices, but this might not be appropriate if we want to safeguard our right to cast a secret ballot.
"eVoting systems actually provide less accountability, poorer reliability and greater opportunity for fraud than traditional methods” argues Rebecca Mercuri, assistant professor of computer science at Bryn Mawr College in Pennsylvania. “Any first-year computing student can write code that displays one thing on the screen to the voter, but records something else and transmits that as the vote. I am horrified that anybody would even consider using the internet as a medium for conducting elections, because it is so insecure. Websites can be spoofed, identities can be stolen and the whole thing is open to international attack.”

While legitimate, these concerns seem to ignore the flaws inherent in the traditional wooden ballot box-based systems anyway and are based on contemporary technological restrictions. The pace of technological change makes it quite easy to imagine a combination of clever encryption techniques and inventive viewing applications becoming available in the near future that could provide individuals who have cast their vote with positive proof of their choice without compromising their privacy.
Once such solution could be to include a biometric sample, such as a fingerprint scan or captured iris image, in the process. This would enable the system to both ascertain the identity of the voter and prove that the same, single individual performed the transaction – this latter advantage fulfilling a similar function to the one the polling booth does in most traditional methods. Although an excellent method of verifying individuals, biometric authentication raises its own concerns and many people are apprehensive about allowing such information to be collected and stored.
While the reality of securely and secretly casting your vote over the internet is still some years away, it is the emerging vision of how we get there from here that is starting to come into focus and galvanise the global eGovernment community.

POLITICAL PANACEA?

The Electoral Reform Society may have been right to suggest that the results of many of the recent eVoting initiatives have been disappointing, but if the expediency offered by such systems could actually rejuvenate electoral participation then the long-term benefits would appear to outweigh the current challenges.

Commenting on the British eVoting trials, the Electoral Commission’s policy manager, Stephen Judson noted that “figures so far indicate that in many of the pilot areas turnout is looking really healthy”. Such indications, he suggested, would seem to demonstrate “that by making voting more convenient more people are taking part in the voting process”.
That supplementing the 18th century wooden ballot box with a more appropriate digital counterpart could go a long way towards reuniting our political structures with the modern, ‘convenience society’ citizens they serve is a dream many eGovernment visionaries share. Britain, which experienced its lowest voter turnout in nearly one hundred years in 2001, has already recognised this and dedicated over 30 million pounds towards revitalising its archaic voting system and exploring new ways of engaging with its electorate.
“An important part of the Government's programme has been our focus on democratic renewal” explained Parliamentary Under-Secretary of State, Department for Constitutional Affairs Lord Filkin earlier this year. “We have endeavoured to bring government closer to the citizen by listening to people and giving them more opportunities to influence the decisions that affect how they live their lives.

“Through the piloting of innovative voting methods, we have sought to make participation in the democratic process easier, more convenient and more in line with modern lifestyles ... against a backdrop of decreasing democratic participation.”

Although low voter turnout is a complex phenomenon and more of an issue for ‘established’ democracies such as the UK - usually defined as countries that have been democratic for over 20 years and have a population bigger than one million - than ‘emerging’ ones like South Africa, the global trend of increasing disillusionment and disenfranchisement amongst citizens is one that effects democracies in general.

The fact that elections are generally becoming less competitive, seemingly more focussed on personalities than issues and that campaigns are increasingly employing negative ‘smear’ tactics also has a huge impact on electoral participation levels, but the importance of convenience should not be underestimated. “Hectic lifestyles leave little time for many to make it to a polling booth,” suggests Simon Bain, the CTO of UK-based eVoting consultancy TENdotZERO, “usually located in inconvenient places with surrounding roads under constant traffic warden surveillance and the entrance crowded with would-be councillors baying for your vote.”
Younger voters, in particular, appear keen to embrace eVoting systems and view them as a natural extension of the online communication channels they already use expansively. The Democracy Online Project's post-2000 general election survey in America found that the younger the voter, the more likely they used the internet to access election information and most political campaigns have now recognised this and view the internet as an extremely important way of reaching voters.
Analysis of these trends has even led many eVoting experts to believe that young people's fluency with this new media could be used to spark their attention and interest in the political sphere. An investigation by Stanford University’s Shanto Iyengar is an example of this growing awareness. The project involves giving a representative sample of Californians between the ages of 16 and 25 a multimedia CD containing information about the candidates running for Governor of California. “If, as expected, CD use stimulates interest in politics and other participant orientations,” explains Shanto, “civic and educational groups may consider use of similar interventions in the next presidential election.”
This growing understanding that the potential benefits of eVoting are more than simply utilitarian is encouraging the notion that such systems could actually play a pivotal role in re-politicising the populace. The suggestion is that the efficiency and cheapness of eVoting could promote the use of regular referendums at local, provincial and national levels. From whether war should be declared on Zimbabwe to what day the garbage should be collected in a particular area, neighbours and friends will all be actively debating the issue and trying to convince each other because, in a very real, immediate sense, each of their votes will count; lobbying will no longer be the preserve of powerful commercial interest groups and political apathy a steadily diminishing phenomenon.
Acknowledged eVoting expert Steven Clift from Democracy Online (DO) certainly agrees, “based on my observations, I predict that in the near future the democratic ICT evolution can be taken further and deepen democracy in places where civil society led efforts work to establish information-age public spheres or online commons specifically designed to encourage political and issue-based conversation, discussion, and debate among citizens and their governments. The online public sphere needs to play a public agenda-setting and opinion formation role. With proper resources, structure, and trust, it can play a deliberative role in public decision-making.”

CULTURAL TRANSITION
Detractors argue that the South African telecommunications nightmare and the severe literacy problems we face make eVoting a distant dream, but the necessary political commitment and will appears to be there and the country’s informed public policy offers plenty of hope.

“South Africa is in the fortunate situation of already having a relatively well-developed ICT infrastructure” confirms Public service and administration minister Geraldine Fraser-Moleketi. “Much of the preparatory work has been done, and we are beginning to see some eGovernment projects coming to fruition.”
One example of this is the new eGovernment Gateway portal, launched by the minister in February this year. As its name suggests, the portal is intended to become an integrated, ‘one-stop-shop’ giving South Africans access to information and services 24 hours a day.
The current eGovernment drive in South Africa is to ensure access to official government information and much of this endeavour is codified in law by The Electronic Communications and Transactions (ECT) Act of 2002. The South African Information Technology Industry Strategy (SAITIS), for example, is a bilateral project embarked on with the Canadian government that aims to help bridge the ‘digital divide’ by improving ICT services and access to online information in areas of poor provision.

Although a way off from making eVoting a reality, it does represent a transition from a culture whereby government released information at its discretion to one which seeks to make the citizen’s right to request information an actuality for all South Africans.
Embedded within the New Partnership for Africa's Development (NEPAD) vision, South Africa’s eGovernment policy was drafted by The Department of Public Service and Administration (DPSA) in 2001 and outlines a ten year implementation plan. The plan envisages adopting eGovernment incrementally through six phases from ‘providing information’ to achieving ‘comprehensive transformation’.

While no formal deadline for the incorporation of eVoting has been specified, it could start to be adopted as early as phase two when ‘digital signatures and secure encryption processes are used to enable citizens to transact with government online’. This would certainly appear to be the ambition of minister Fraser-Moleketi, at the launch of the eGovernment portal she declared that the first phase would primarily focus on improved information and “establish a single point of access to integrated government services”, while the second would be the “provision of a base for online transactional services”.
While conveniently casting an eVote over the internet may still be some years away from becoming an electoral reality here in South Africa, it remains a laudable and imperative goal for the government to aim for. There is no reason why we cannot learn from the experiences of other nations in dealing with the twin challenges of literacy and access that govern the digital divide and accelerate adoption here.

The capability of such systems to shrink distances and simplify processes is of particular relevance here in South Africa, where the size and remoteness of the country and dispersed habitation often emerges as a barrier to development. Not only could such a system potentially solve many of the huge logistical and financial problems associated with including remote, rural areas within the democratic process, but it could drive interest in and the adoption of digital technologies nationwide. As minister Fraser-Moleketi has prophetically warned, “we must seize the digital opportunity and seize it now. Delay for Africa as the rest of the world pushes forward will only enforce historical patterns of inequality.”
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