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BLURB: Technological systems based on biometrics – measurements of parts of a human body – appear destined to become an increasingly central part of our lives as South African citizens, but do the possible benefits outweigh the threat to our privacy as citizens and the substantial costs involved?
By Malcolm Stone
As South Africans we are more familiar than most with biometrics – measurements of distinguishing human characteristics such as fingerprints, faces, hands and eyes – because of the Apartheid government’s obsession with gathering data and the enduring legacy of our dompas past; an inheritance that, in many ways, continues to underpin and define the capabilities of our contemporary state.
From delivering pensions to rural areas with little or no infrastructure in KwaZulu Natal to the ambitious Home Affairs National Identification System (HANIS), the government is clearly demonstrating that it believes biometrics offer the most effective solutions to the particular problems facing our nation.
Biometrics certainly offer many possible benefits, to individuals as well as the government, including the possibility of better protection from identity theft and the convenience of not having to remember multiple Personal Identification Numbers (PINs) or passwords – but are they the perfect solution to the increasingly complex security issues we face or, as Roger Clarke writes, the ‘end of the free world as we know it’?
Privacy advocates, like Clarke, have long argued that they represent the first steps down the road to the authoritarian ‘Big Brother’ regime envisaged by George Orwell in his famous novel 1984. Yet other experts believe that, rather than threatening our individual privacy, biometric systems actually safeguard it. Richard E Norton of the International Biometric Industry Association (IBIA), for example, argues that the speed of modern living and the volume of remote commercial transactions we all participate in are making it “harder and harder to preserve personal privacy without using biometrics”.
Criminal connotations
In the Hollywood blockbuster, Minority Report, Tom Cruise’s character undergoes memorably gruesome back-alley eye surgery to evade identification and capture. The movie is set in the future, but its storyline explores and exposes many people’s contemporary fears concerning the widespread use of biometrics in our society.

Aside of the movie’s obvious paranoia, most people recognise that automated biometric-based systems have the potential to become extremely powerful mechanisms for social control and would prefer not to have their eyes scanned to gain entrance to a building or withdraw cash from an ATM. And although the use of biometrics is nothing new – the South African Police Services have been collecting the fingerprints of convicted criminals since 1925 and have amassed over 4.5 million sets of records to date – such criminal connotations have done little to assuage the unease such systems tend to inspire.
Whether you believe that the burgeoning use of biometrics is privacy enhancing or privacy diminishing, one thing has become clear: the technology is here to stay. As Malcolm Crompton, Australia's third Federal Privacy Commissioner, has observed, “It is too late to turn back the tide of biometric technology”.

Nowhere to run
Although inevitable, another reason why the adoption of automated biometric systems has been so slow is the cost involved. Deploying such systems is often an expensive exercise, particularly when compared to options such as passwords or Personal Identification Numbers (PINs), because of the sophistication and novelty of the technology involved. This, coupled with the uncertain economic climate, has certainly encouraged businesses to remain prudent and continue to live without such systems.

Enthusiasts counter such concerns by pointing out that biometrics offer a superior level of security to secrets, such as passwords that can be forgotten, or tokens, such as keys or identity cards that can be lost or stolen, and that the new breed of powerful, computerised systems available has added speed to the traditional advantages of accuracy and convenience.

It was this persuasive combination of advantages that prompted the South African Police Services to purchase an Automated Fingerprint Identification System (AFIS) from Sagem, a French biometrics company, in early 2002 – the new system reducing the time taken to process a fingerprint query from the previous average of 55 days to just two days.
As well as massively improving the criminal records centre’s administrative efficiency, the acquisition included handheld, mobile scanning machines called MorphoTouch terminals. These units are able to access the central database of criminal fingerprints via the cellular networks and verify an individual’s identity on the spot. Steve Tshwete, Minister of Safety and Security at the time, explained that the move was simply to try and ensure criminals would have “nowhere to run”, but privacy advocates and civil rights groups both expressed alarm at the notion of treating every citizen as a ‘suspect’.
Biometrics Big Brothers
While a state’s desire to improve its knowledge of the identity, and movement, of its citizens has always existed, the terrorist attacks of September 11th 2001 triggered a massive surge of global government interest in biometric technologies. The sudden need to reassure citizens that they were doing everything possible to stop terrorists and criminals sweeping aside objections to technologies previously considered too invasive and expensive.

America, perhaps predictably, led the wave and began using biometrics as part of its border control over a year ago. The new US-VISIT programme insists that all foreigners entering on visas have their faces and hands digitally scanned. “Biometrics are proving to be a valuable and useful security tool allowing us to accurately identify and cross check travellers – and potential terrorists – before they enter our countries” explains Secretary of Homeland Security Tom Ridge. “US-VISIT has processed more than 12 million legitimate passengers, and since the program began we have matched more than 1500 potential entrants against criminal watch lists.” It’s not just foreign nationals who are being affected, however, with new passports containing biometric chips due to be issued to American citizens as well.
The US-VISIT programme and biometric-enabled passport initiatives have also exerted pressure on other countries to begin issuing passports containing biometric data. The European Union, for example, plans to use two biometric identifiers, facial and fingerprint, for passports and for visas and residence permits for third country nationals. Britain has made even further strides towards a unified biometric ID for its citizens and is already well underway testing and evaluating fingerprint, iris and facial recognition systems for incorporation into its new travel documents and planned new national identity card.
The Australia Customs Service has concluded a successful trial of an automated border control system using facial recognition and the United Arab Emirates is already using iris recognition at its airports and seaports; Malaysia and Costa Rica have begun to develop national biometric registries; and Spain is already using a biometrics solution to manage its citizens’ access to social services.
Here in South Africa a fingerprint-based biometric system has been used to deliver pension benefits to over 400,000 individuals in KwaZulu Natal since 1990 and the government’s ambitious Home Affairs National Identification System (HANIS) looks set to make the country one of the first to implement a comprehensive national biometric identification register. Speaking at the commissioning of the basic system, the former Minister of Home Affairs, Mangosutho Buthelezi, declared it “a clear example of how South Africa can leap-frog ahead and set the basis to redress our grave and many shortcomings by implementing solutions which are ahead of the times.”
A proudly South African solution
Originally estimated to cost around R600 million, HANIS is the government’s response to the serious problem of maintaining the National Population Register it inherited from the Apartheid regime. The Register is critical because it serves as the official proof of citizenship and identity by recording all births, deaths and marriages within the Republic, but was in complete disarray by 1994.
The 1950 Population Registration Act started the problem by creating two, racially segregated, sets of records with differing amounts of attention being paid to the integrity of the data captured. The situation was then exacerbated as the homelands and remaining African reserve territories were each given responsibility for maintaining their own separate population registers. By the time the newly elected government took office in 1994, the only mechanism for ensuring the integrity of the data was an enormous, unmanageable collection of around 45 million paper-based fingerprint records.
HANIS will enable South Africans anywhere in the country to have their identity document applications processed electronically and their fingerprints, photographs and signatures recorded digitally. In the past, applicants usually waited eight weeks for such registrations to be manually processed, but the new system will allow the information to be checked immediately against the database. “Our preliminary estimate is that such a system will allow us to issue an ID within 48 hours,” confirms Home Affairs Director-General Barry Gilder.

“In a rapidly changing world, rendering world-class service is needed to fulfil the needs of our customers,” Ishmael Mamonyane, the South African government’s acting director of the HANIS project, explains. “There is a growing public awareness of the threats to the national integrity by way of fraud and corruption through the issuing of illegal enabling documents. To minimise these threats, the optimisation of effective, efficient and economic service delivery is crucial.”

Digital government
What makes the HANIS project so pioneering, however, is the way it has evolved and expanded beyond its initial purpose of serving as new national identity document and authenticating tool for social welfare. When the government decided the system should take advantage of the superior capabilities and security offered by smart-cards in 1999 it shifted the system’s significance from simple digital population register to the foundation of a new, interconnected, digital government.
“HANIS will offer enormous benefits to the State through a structured multi-level identification service” an official account explains. “Firstly, the system will restrict persons to a single unique identity number which will be used as a key to identify individuals on numerous systems that are used within the Public and Private sectors. Secondly, the identity card will allow three levels of verification to ensure that the person is who he/she claims to be. This verification service will be used extensively whenever a government grant or other service is required by an individual. To this extent it is expected that HANIS will ensure proper governance within the pension payment system, unemployment and health system and many more.”

Part of the government’s dream of a transformed public service, the new identity smart-cards are evidently being designed as a single, seamless point of interaction between the government and its citizens. Clearly, the cards will be able to interact with the South African Police Services’ automated criminal records database – a system which, in turn, has been networked with the shared processes of the courts, prisons and social welfare officers, but the Department of Social Development will also use the cards to authenticate welfare payment recipients and they could also end up storing driver’s licence and penalty details for the Department of Transport.
Compromising positions
Appealing as the HANIS vision might be to a populace often frustrated by bureaucratic inefficiencies, there has been startlingly little public discussion of the benefits and drawbacks the system will impose. Aside of the escalating costs, what about the very real threat to our privacy from ‘function creep’ – that once biometric identity documents have been issued they will be used for wider purposes than initially stated – and wholesale abuse that the lack of clear guidelines and restrictions poses?

As analyst Keith Breckenridge points out, the HANIS cards are, in effect, being “designed to allow data indexed on the fingerprints to flow from one contiguous database to another” and with government encouraging businesses to develop applications for the cards as well, the possibility of data being gathered, cross-referenced and sold is immense.
The fact that biometric security systems can be compromised is another serious issue that is often overlooked. Although the biometric samples or templates used by the new breed of systems cannot be reverse-engineered, they can be compromised in other ways. Researchers at the University of Yokohama in Japan, for example, famously demonstrated that common household items such as Jell-O or ‘gummy bear’ sweets can be used to make fake fingers with fingerprints lifted off of glass that are good enough to fool most sensors. And the consequences could be disastrous. “If a biometric method is compromised, there's no way to revoke it,” explains Jonathan Penn, an analyst at the Giga Information Group. “There's no way to change it like you change a password. You only have one right thumb, so what do you do?”
The road ahead
Although our biometrically-based society is still in its infancy, it is clearly inevitable and given that the HANIS project is likely to make us what Keith Breckenridge calls “the first genuinely digital biometric society” it is astounding how little public consideration and debate there has been about its far-reaching implications. The cost of the new system will not just be financial and our privacy as citizens in a biometrically-enabled state of the magnitude imagined by the HANIS project is likely to require stronger legal protection and more appropriate mechanisms for accountability than are currently in place.
“Biometric technologies, building as they do on a substantial set of other surveillance mechanisms, create an environment in which organisations have enormous power over individuals” warns privacy advocate Roger Clarke. “Faced with the prospect of being alienated by employers, by providers of consumer goods and services, and by government agencies, individuals are less ready to voice dissent, or even to complain. This is completely contrary to the patterns that have been associated with the rise of personal freedoms and free, open societies.”

This sentiment is backed up a recent survey of local and European companies conducted by Hitachi Data Systems. Sixty percent of the South Africans surveyed thought there was a high risk that biometric data would be stolen and only 7% felt confident that there would not be any abuse by government or corporations.
Yet other organisations with an interest in privacy argue that, if properly constructed, biometric systems have the potential to safeguard or even enhance our personal privacy. For example, as a recent discussion paper released by the Information Privacy Commissioner, Ontario, Canada states: “Biometrics need not subvert informational privacy. A pro-privacy position should not be construed as anti-biometric. The technology can actually be privacy enhancing if systems are designed with that objective in mind.”

There might not be an easy alternative to the HANIS project, particularly given the unique set of problems inherited from our past, but it is clear that we need much more public discussion, involvement and debate. As Malcolm Crompton urges “We need to engage actively with the issue. We need to consider what can be done to protect privacy while still achieving the benefits that biometrics are capable of bringing to society and to individuals.”
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